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Abstract—This paper discusses the implementation of smart
contracts on the Ethereum blockchain system for telemedicine
data storage. Telemedicine is one of the currently developing
digital technologies in the health and medical sectors.
Telemedicine can be more efficient when seeking treatment
because patients do not need to see a doctor face to face. When
using blockchain technology, the stored data becomes more
transparent for each node in the blockchain network but has
verification on every transaction which takes time and gas costs.
However, telemedicine has several risks and problems, one of
which is long data storage process time because there must be a
verification process first to ensure data security. Another
problem faced is the issue of the gas fee of the blockchain
telemedicine system which is billed in every data storage
transaction. In this study, a blockchain system was introduced
for managing and securing databases on telemedicine. The
implementation of this blockchain system was carried out on a
website page that can add data to and retrieve data from the
blockchain system. The resulis of this study showed that
blockchain was successfully implemented to store telemedicine
data with Ethereum. The analysis in this paper refers to the set
and gets functions. The set function is used to send data to the
blockchain, and the get function is used to retrieve data from the
blockchain. From testing, the Get function has a much faster
execution time than the Set function because the Get function
does not require verification to retrieve its data. In the iterations
carried outi—namely 1, 10, and 100—the longest time on average
was at 100 iterations when compared to the other iterations. In
the tests carried out, the more characters that were stored, the
more gas costs must be paid. In the tests, the percentage increase
in mits was 0.34% per character.
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I. INTRODUCTION
Health is one of the most important components in life. By
being healthy, one’s productivity will be good and one can
work optimally. The health of a person can be more easily
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analyzed using data. However, a person’s health information is
confidential. One example of confidential medical information
is an image of a medical record from a hospital. For that, we
need a system mechanism to protect confidential data or
information because this confidential information should not be
known to just anyone. Blockchain technology can protect
confidential information [1].

The blockchain  system will make data storage
decentralized. In general, information data are stored in a
server such that the data are in one place only. This makes
information or data on the server easy to hack because the data
are centralized. Therefore, blockchain technology is reliable
because this system decentralizes information data [1]. Thus,
the use of blockchain is not managed centrally but is instead
managed by each user in the network.

Blockchain  has several frameworks that can be
implemented, such as Hyperledger Fabric and Ethereum. These
two types of blockchain have different functionalities. The
difference seen is in the type of consensus. This consensus is
built to build user trust in the blockchai twork. A certain
algorithm will be created for approval on all nodes in the
network. All ilppl‘()m algorithms are code-based. Consensus
has several types, such as Proof of Work (PoW), Proof of
Authority (PoA), and Proof of Stake (PoS) [2]. Ethereum is a
decentralized blockchain system. Ethereum is open source so
that anyone can use it. On the Ethereum platform, the
cryptocurrency unit used is Ether (ETH).

Smart contracts on Ethereum can manage transactions from
every node on the blockchain network [1]. This managed
transaction will become a record that will be propagated to all
nodes. In telemedicine, patient data collected by the
telemedicine center are a node because of the party who has the
disease data or complaints at the time of treatment. The data
from these patients will be decentralized with the blockchain
network so that the data are much more secure and are in
hashed form.
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An image data management system for telemedicine
transactions was developed by implementing blockchain
technology to create transparency in the transaction. This
transparency can improve the data integrity of telemedicine
transactions through a decentralized system so that transaction
activities in telemedicine can gain the trust of consumers. In
the system created, image data on patients can be uploaded to
the blockchain network, and medical parties can see these data
in the network [1]. This makes the data much more secure
because in the blockchain network there is a separate
authentication and verification process. Image data can be
accessed on nodes that have been confirmed and registered as
valid. Therefore, the researcher designed a medical image
recording application with blockchain using Ethereum.

There are various frame works on the blockchain that can be
used to develop a system, such as Hyperledger and Ethereum.
The Hyperledger framework is described in the paper
"Hyperledger Fabric: A Distributed Operating System for
Permissioned Blockchains” [3]. From paper “Design and
Implementation of Storage System for Real-time Blockchain
Network Monitoring System”™ This paper describes how to
monitor the blockchain network using an apache engine that
analyzes the block size of each block on the blockchain [4].
For data management, the paper “Analysis of Data
Management in Blockchain-based Sys ” describes how
data management can be implemenleda blockchain network
and the quality of the data [5]. The implementation of
Blockchain technology using Ethereum in healthcare has been
described in the paper "Decentralized Telemedicine
Framework for a Smart Healthcare Ecosystem" but in this
paper there is no data other than String data that can be stored
(images that are converted to other forms also do not exist) [1].
The healthcare flow mechanism that uses Blockchain is
discussed in the paper "A Blockchain-Based Smart Contract
System for Healthcare Management", the analysis of the costs
required for the analysis of each parameter is mentioned in the
paper [6]. To develop a user interface for interaction with users
the paper "The Implementation of Blockchain in Banking
System using Ethereum" discusses using react.js with
development using Ethereum [7].

The purpose of this research was to design and develop a
blockchain system for use in telemedicine image data storage.
A smart contract function on Ethereum was designed to s
and retrieve telemedicine image data to and from the
blockchain network. The flow of data on the implemented
blockchain system in telemedicine was examined, and the
performance of this blockchain system was analyzed. In this
study, the implementation is limited to analyzing the system
from the blockchain only. For the telemedicine process, this
research only implements uploading and downloading images
through a simple website page. So the analysis used is to
analyze the upload time, download images, and analyze the
cost of each transaction. a

II. BASIC CONCEPT OF TELEMEDICINE SYSTEM USING
SMART CONTRACT ETHEREUM
A. Blockchain

Blockchain is a digital data storage system that contains
data and records that are connected to a cryptographic system
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[8]. Currently, the best-known blockchain technology is
cryptocurrency  transactions, one of which is Bitcoin.
Blockchain technology takes the form of recording digital
transactions that exist on many servers.

Blockchain has many sets of blocks that contain
information. Each of these blocks will have a hash component.
This hash is the character set that composes the information in
the block. The character hash is entered sequentially for each
piece of new information. Thus, the information from each
block from blockchain will continue to add the new hash value
to be recorded so that all data are not lost.

Each block on the blockchain will form a blockchain
network. Any data will be replicated to all networks. Every
computer that exists and is connected to this network will
execute the program at the same time. Therefore, blockchain is
arguably a computer on a large scale formed from
communication between several computers. If it s
implemented in a database, then blockchain makes the database
a decentralized system.

Blockchain has characteristics that can benefit some
systems, including a chain-like structure that stores and updates
a chain of transaction data. Each block will store transaction
data through one consensus rule to validate. Other
characteristics of the bl()caelin system include:

e Decentralization: The main advantage of blockchain
systems is the decentralization of data. As data
centralization has many vulnerabilities, blockchain can
be a solution. The consensus mechanism will validate
the transaction. The decentralization of data on the
blockchain will make the data in the network well
verified so that security is much better than that in
centralized data.

e Transparency: The blockchain network is data
decentralized such that every node on the network can
see the transactions. The principle of the blockchain
network will also record every transaction and
distribute it to all nodes on the blockchain network.
Private and public keys in blockchain can also help data
security such that even though they are transparent,
blockchain still maintains data security.

Blockchain technology be implemented in several ways
in the expected conditions. There are three types of blockchain:

® Public Blockchain: A public blockchain is a blockchain
it anyone can access and use. Public blockchains are
not controlled by any individual or organization. The
ledger on the blockchain is open and transparent.
However, there are drawbacks to public blockchains,
namely high operating and maintenance costs, and slow
transaction speeds. Examples of its use are in Bitcoin,
Ethereum, and Hyperledger.

e Private Bl()ckchelin Permissioned Blockchain: Private
blockchains are formed to facilitate the private
exchange of data among a group of individuals or
organizations. Unknown users cannot access this
blockchain network without a special invitation. An
example of its use is on the R3 Corda.
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* Blockchain Consortium: The blockchain consortium is
a combination of public and private blockchains where
there is no single organization that is responsible for
controlling the network; instead, the &W()l‘k 18
controlled by several predetermined nodes. These nodes
can decide who can be part of the network and who can
be miners. For block validation, a multi-signature
scheme is used in which a block is considered valid
only if it is signed by some of these nodes. An example
of its use is on Fabric.

A consensus algorithm is an algorithm used to validate the
data. The algorithm have hash value for each block that has
been formed in the blockchain. This hash value can be formed
by converting inputs, reference hashes, and random numbers
using the SHA-256 hash algorithm, which produces a hash
value with a certain pattern [9]. However, on Ethereum, the
hash used in general is Keccak-256. This hash is used on
hereum addresses derived from public keys or contracts.
Ethereum addresses are hexadecimal numbers, with the
identifier derived from the last 20 bytes of the Keccak-256
hash of the public key. Unlike Bitcoin addresses, which are
coded in the client's user interface or displayed to include a
built-in checksum to protect against typos, Ethereum addresses
are written as raw hexadecimal without any checksums.

The PoW mining process is carried out with dependence on
computing power; while in PoS, the validation capacity
depends on the stakes on the network. Prizes in the form of
cryptographic money are given to miners when they can solve
cryptographic puzzles on PoW and transaction fees on PoS.
Attacks that may occur in each consensus are also different. In
PoW, it takes a large computation about 51% larger than the
existing blockchain network. On the other hand, PoS can be
attack if 51% of cryptocurrencies are already in the hands of

hackers, but this is impossible. .
34

Another consensus that can be used is the Proof-of-
Authority (PoA) consensus. The PoA usually used in the
Ethereum private network. This consensus has good
performance as well [10]. The PoA consensus have different
system because everyone can be a node in blockchain network.
As such, it is different from the type of blockchain that uses
permissions on each node. The PoA consensus is used in test
networks, one of which is Rinkeby, which can be used to
develop a system.

In PoA, to generate a new block iaremled to a node that
has proven its authority operate. Such nodes are referred to as
“Validators,” and they run software that allows them to place
transactions in blocks. The process is automated and does not
require validators to continuously monitor their computers but
require good computer maintenance. PoA is suitable for both
private and public networks.

There are several advantages to using PoA. It has a fairly
large risk tolerance, the block creation time is predictable, and
it can be used more sustainably because it does not require
large computations such as PoW. But, on the other hand, PoA
has a drawback, namely that the validator can be seen so that
there can be manipulation from third parties.

Vol. 12, No. 10, 2021

B. Telemedicine

Telemedicine is an information technology-based health
service that allows patients to consult with doctors or other
health experts without having to meet [11]. This innovation in
health services with the internet can help patients use their time
more efficiently because they do not have to come to a hospital
or health facility for a consultation. During the remote
consultation, the doctor helps the patient to get information
regarding the suspected diagnosis, treatment, or first treatment
for illness or injury, as well as tips to improve body health.

However, telemedicine also has a limitation in that doctors
cannot detect where the patient is sick. This makes the
diagnosis less accurate [12]. But if it is developed further, then
telemedicine can be a breakthrough. Doctors and patients alike
will be able to rest more and maintain health. Some
implementations of telemedicine are being developed, one of
which is the detection of skin diseases through images and
disease consultations through doctors. This innovation in
health services with the internet can help patients use their time
more efficiently because they do not have to come to a hospital
or health facility for a consultation. During the remote
consultation, the doctor helps the patient to get information
regarding the suspected diagnosis, treatment, or first treatment
for illness or injury, as well as tips to improve body health.

Telemedicine has various types, three of which are as
follows [13]:

e Real-time Interactive Medicine: This type allows
communication between patients and doctors in
realtime when there is a complaint from the patient.

e Store and Forward: This type allows owners of patient
data to share their data with other practitioners.

* Remote Patient Monitoring: This type allows a medical
professional to monitor patients remotely using a
mobile medical device to collect data, such as blood
pressure and blood sugar levels.

The use of blockchain in telemedicine has many benefits. It
was mentioned in another paper that there are 6 properties of
blockchain  that can be useful in  implementing
telemedicine[14]. The first is its decentralized nature which
allows data records to be accessible and managed in multiple
locations. Then there is the immutability nature of the
blockchain which makes patient data records cannot be
changed once the data has been entered into the blockchain
system, then there is asymmetric key cryptography that
supports immutability. Next is data transparency which makes
data exchange always traceable. Furthermore, there is also an
important feature, which is open source so that patients can see
the doctor's B)ﬁle first. The nature of auditability and
anonymity is also important to trace and hide the identity of
user data.

The implementation of a simple application for
telemedicine interaction using blockchain can also be applied
to remote monitoring. For the selected storage, using several
tools such as Filecoin, Storj.io, Napster, and IPFS [14]. The
storage is usually intended to store documents that have a large
enough size such as images or videos. In this section,
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blockchain will play an important role in every data storage
process that will be connected to the main system, users, and
tors.

C. Ethereum

Ethereum is an open-source blockchain platform [15].
Ethereum uses PoS as its consensus algorithm, but several test
networks use PoA as well. To run transactions, Ethereum uses
smart contracts with the Solidity programming language. The
lypﬁfcrypl()currency used in Ethereum is ether (ETH).

Solidity is a high-level programming language that is better
known as being contract-based. The syntax of this
programming language is similar to the Javascript
programming language. This programming language is used to
improve the performance of virtual machines on Ethereum.
Solidity is a scripting language that is statically created for
verification and C()lnle-lime constraints. In addition to the
time of compilation, this programming language will also help
check at runtime. The Solidity programming language also
supports object-oriented programming, such as object

inhtance.

Solidity is a programming language created specifically for
smart contracts on Ethereum [16]. Solidity is written in the .sol
storage format. Solidity is not an executable language on a
blockchain virtual machine but rather a language that aims to
make it easier for developers to create smart contracts. When
compililn)r deploying smart contracts, a Solidity Compiler is
needed. Through the Solidity Compiler, the smart contract is
compiled into bytecode, which is then executed by the virtual
machine.

In the Solidity programming language, several data types
can be used, namely strings, integers, and Booleans, and
others. Strings are generally a variable from a set of characters.
Integers are used for data types in the form of positive or
negative numbers. Boolean is a data type with a Boolean
variable (true or false). Solidity includes new resources or new
languages so that the code documentation of this programming
lemguzmis not too excessive.

A smart contract is a script that is stored in a blockchain
system. This smart contract has a unique address and consists
of executable functions and state variables [17]. The user
launches the smart com.ray addressing the transaction to the
contract. Once launched, the code of the smart contract cannot
be changed.

The workings of this smart contract correspond to the basic
function of Ethereum. Because Ethereum will work based on
the exchange of information on an account owned by its users,
when a smart contract 1s created, there must be an
identification for each actor entity involved in the network.
Then, in the existing smart contract, certain functions are added
according to the design. This function will manage the
exchange of information on the existing blockchain network.

To execute this smart contract, a function is triggered. This
function depends on the code used along with the m;relmming
logic that has been made previously. There are two types of
accounts in Ethereum; the first is Externally Owned Accounts
(EOA) and the second is contract accounts [17]. EOA is

Vol. 12, No. 10, 2021

controlled by the private key assigned to the user and the
public address used to send and receive ETH from other
accounts and send transactions to smart contracts. The contract
account, on the other hand, does not have a private key and can
only be activated by E@The contract account is where the
smart contract resides in Ethereum.

Smart contra@:u‘e written in the Solidity programming
language, which 1s a high-level programming language [18].
Users use EOA to make transactions on a contract account.
This account is encrypted with a private key to be able to send
transactions to other nodes. After that, other users verify the
integrity of the transaction. This happens untifgifronsensus is
reached that has been agreed upon previously. The transaction
will then be added to the block and will be recorded. The status
of the network will also be updated as the smart contract has
been successfully executed. The presence of this smart contract
allows developers to send transactions with specific data and
can check transactions between servers and inputs entered [19].
The checks performed are almost the same as the checks
performed on the database. However, the s 1c difference 1s
that there is an address for each data stored in the blockchain
network.

In implementing the blockchain systerre)r telemedicine,
the Ethereum framework is used. Ethereum is a
cryptocurrency-based blockchain like Bitcoin and is based on a
public network, but it can also be used to implement a
permissioned  blockchain. Like Bitcoin, Ethereum also
implements the PoW protocol [20]. In this implementation, a
blockchain network is used which is a test network and coins
from fees for each transaction that are executed can be obtained
from a faucet on a website. So for every transaction that will be
executed, a fee will be obtained from a faucet. Because it uses
a test network, the c()nsensus' the blockchain will change to
Proof of Authority (PoA). The most important feature of
Ethereum is that it supports the execution of a smart contract,
which allows decentralized applications to build on top of it
[20]. This is (m of the considerations for choosing a
framework. With the smart contract, the data that will be stored
in the blockchain can be structured. So the implementation is
generally not too different from the database implementation.
When compared to other frameworks such as bitcoin,
Ethereum has advantages such as private transactions and has
higher transactions per second. When compared to
Hyperledger Fabric, Ethereum has limitations, one of which is
that it has a smaller throughput compared to other papers [20].
From the implementation using Ethereum, it can be
investigated whether Ethereum can still be implemented to
sl()lﬁmlge data with low transaction throughput.

D. Node js

Node.s is an open-source, cross-platform platform for
veloping server- and network-side applications [21]. Node.js
applications are written in JavaScript and can be run in the
Node js runtime on OS X, Microsoft Windows, and Linux.

Node. js is a platform built on top of the Chrome JavaScript
runtime to easily build fast and scalable network applications.
Node.js uses an event-driven and non-blocking I/O model that
makes it lightweight and efficient. The use of this platform is
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suitable for data-intensive real-time applications running across
distributed devices.

The featuggs, of Node.js are as follows:

e It is asynchronous; all API libraries in Node.js are
asynchronous, which means that Node.js-based servers
never wait for the API to return data.

e The speed is good; lmexeculi()n speed is quite fast
because it uses the Google Chrome V8 JavaScript

Engine.

e It is a single thread but still scalable; Node.js uses a
single-threaded program, and the same program can
provide services to a much larger number of requests
than traditional servers like the Apache HTTP Server.

In Node,js there is Web3, which is a collection of
JavaScript Libraries (GNU Lesser General Public License
version 3) that possess functionality for interacting with the
Ethereum ecosystem. Web3 is built by the Ethereum
Foundation and includes functionality to communicate with
Ethereum nodes via Ol Notation - Remote Procedure Call
(JSON-RPC). Web3 allows users to interact with other
Ethereum nodes using the HTI'E’C, or WebSocket protocols
[21]. Communication involves reading and writing data from
the blockchain via smart contracts. Web3 providers can be set
up on the frontend and backend to send transactions and listen
for events happening on the blockchain network. With this,
Node.js can be used because it has a library.

III. TELEMEDICINE SYSTEM DESIGN USING BLOCKCHAIN

In this study, the design of a blockchain model for a
telemedicine system used hardware and software with the
following specifications. The hardware specifications used in
this study are as follows:

o  Manufacturer

. ﬁls ROG GL553VD

e  Processor

e Intel® Core™ i7-7700HQ
* Graphics adapter

s NVIDIA GeForce GTX 1050 (Laptop) - 4096 MB;
Core: 1354 MHz; Memory: 7000 MHz, NVIDIA
GeForce GTX 1050 21.21.13.7654, Optimus

s Memory
s 16384 MB, DDR4-2400
. rage

o Travelstar 7K1000 HGST HTS721010A9E630, 1000
GB, 7200 rpm, 1 TB HDD, 7200 RPM, 930 GB free

e Operating System
o  Windows 10 (64-bit)

The following software specifications were used in this
study:

Vol. 12, No. 10, 2021

e Node,js : version 14.154

e Solidity s version 04.25-0.7.0

e  Metamask : version 9.54

o Truffle : version 5.3.1
o Git : version 2 .24.1.windows.2
« NPM . version 6.14.10

e Solidity compiler : version0.6.12

A. System Design

Smart contracts on Ethereum can be leveraged to ensure the
integrity of transactions from patient care to the doctors
involved. This can reduce the risk of scattered data and
increase the scalability and transparency of a transaction. More
specifically, this srl contract permits participating entities,
especially doctors, to monitor and track all transactions on the
network. In this way, both doctors and patients can feel more
secure because their personal health data details are stored
securely.

The blockchain technology design implemented in this
telemedicine system has the advantage of being immutable.
This makes the data that has been stored on the blockchain
immutable as well, i.e., the data can no longer be changed. This
feature can support data security from telemedicine data in the
form of images represented as hash values. Access to stored
data is also secured by smart contracts so that only interested
parties can access the data.

The system applied in this study used a simple web page to
upload the required medical images. There are two entities,
namely doctors and specialists. Doctors upload images that are
analyzed by specialists. The implementation is done using
Node.js to run Web3, a metamask for the wallet system on
transaction fees, and Infuai() to run smart contracts.

To ensure secure telemedicine and blockchain-based
healthcare data transactions, in this scenario, the researcher
designed a framework for patients to provide data to doctors
for analysis. This agreement was carried out at the telemedicine
center by approving health care data with the health
organization as shown in Fig. 1. After that, the patient made an
appointment with a doctor for consultation, after which the
doctor gave a consultation and medication, and then updated
the patient’s data. The hash value was stored as a transaction
when the patient was consulted. The physinm could then
provide access to the patient’s health care data to medical
research organizations to conduct trials and clinical trials. After
providing a diagnosis according to the patient's illness, the data
were sent back to the puskesmas through the same process,
after which the puskesmas sent the data to the telemedicine
center.

The problem faced today in a telemedicine system is the
use of a database system that uses one server. The idea of this
paper is to improve data security using a storage system on a
blockchain network. But, the difference in the network used for
data storage can make a difference in the speed of data storage.
In this paper, we discuss how the speed of data storage to the
blockchain network is discussed. A variation of the
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implemented implementation is the amount of data sent to the
blockchain (String). This paper involves image data that has
been converted into a hash because it has a more efficient value
compared to uploading the full image to the blockchain system,
and the blockchain system also has a limitation on the size of
the uploaded file to produce data in the form of a String which
is sent to save gas usage on Ethereum.

In the sequence diagram in Fig. 2, we can see the sequence
of the blockchain system for telemedicine. First, the doctor
uploads pictures to send information. If the patient agrees, then
the treatment process is complete. After that, the central
telemedicine system in th m of a website sends image data
to the blockchain system in the form of a hash value of the
IPFS value. Next, the specialist who analyzes the image data
continues to the center so that the hash can be known, and the
image can be retrieved for analysis.

Blockchain Sysiem

Public Healts Camer Teamenicins Canar

4-{ Recewe image tifa

e Data Gat Data

Data uploaded and
rad

Extaring the patiant
- = | 1D whise d31a has
besn saved

Tedamsdicing imags |
data procassed using|
FF3

from the center

====% Process in Blockehain Network
—* Process outside Blockchain Network

Fig. 1. Activity Diagram for Blockchain Implementation.
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Fig.2. Sequence Diagram for Blockchain Implementation.
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Fig. 3. Use Case Diagram for Blockchain Implementation.

In the use case diagram in Fig. 3, the telemedicine center
analyzes the existing images and also provides a diagnosis of
the disease from which the patient may be suffering.
Meanwhile, the doctor only uploads pictures of the patient,
which are then analyzed by specialist doctors at the
telemedicine center.

B. System Design

The implementation scenario on this system was
programmed in the Solidity programming language with web
browsbased Remix. Entities participating in the framework
were identified using their Ethereum addresses within the
blockchain network. Communication between entities was
possible by calling functions in smart contracts. Doctors
uploaded notes in the form of images in an entity that recorded
all patient care documents stored in smart contracts.
B)nsequently, there was a flow-on of each doctor entity until
the data were stored in the bloc in network using smart
contracts. These stored data were in the form of a hash value
generated by the IPFS system.

In Fig. 4, the implementation of scenarios that can be
combined into steps can be seen.

e The doctor opens a website to upload patient data.

e Image data are telemedicine data that have been
encrypted using Frenzel's thesis.

e The smart contract contains input data in the form of
ID, name, description, and IPFS hash, which is
generated when the image is uploaded to the IPFS
system.

e The state contract is idle until there is a transaction.

e The state contract is ready to be submitted after a
transaction occurs at the telemedicine center in the form
of parameters set by the smart contract in the form of
strings and image uploads that are converted into hash
values.

e After being successfully verified, the ID appears
automatically through an alert.

e Image (IPFS hash) and data are entered into the
blockchain database using IPFS and smart contracts.

e To retrieve the data, the ID is needed. This Get process
returns the value of the parameter that was sent
previously on the blockchain network.

2771Page

www.ijacsa.thesai.org




(IJACSA) International Journal of Advanced Computer Science and Applications,

Set data to blockchain Get data from blockchain
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Fig.4. Get and Set Function Scenario.

C. Collecting Data Scenario

In Fig. 5, data retrieval is done by taking the execution time
of the Get and Set functions on the blockchain system. This
data retrieval uses a testing function from Truffle with the Chai
library. The program that runs this test is Upload .test.js, which
contains tests for the Get and Set methods on the blockchain
network. The test is carried out with the same data declared at
the beginning of the code, which is iterated for 1, 10, and 100
transactions, respectively. The following parameters are
measured in this scenario:

e The time of each Get transaction and Set transaction in
milliseconds is taken on average for each iteration.

e The difference in the amount of gas fee used by the
transaction is based on the number of strings entered in
the description.

The system test scenario, especially the Get and Set
functions, is executed with a Javascript file called Upload-
test,js. This file is in the test folder in the project documents
using the React framework. This document will integrate with
the scripts installed in the module package from Node.js that
are run using Truffle.

Fig. 6 is a flowchart of the Upload-test.js. This document
contains instructions that one wants to perform in the test.
There are two important functions in this document, namely
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the describe() function and the assert() function. The describe()
function is tested using the Mocha library. Another library that
can be used is from Truffle using the contract() function; but in
this test, the Mocha function was used. The assert() function is
used to create a condition that must be met—for example, there
is a condition for sending data. However, in this test, the testing
scenario was directed to focus more on the describe() function
to get the test results in the form of time.

Telemedicng 0818 nput (i, name

@esziiplion, and mage hash / Enter patient id data ."f

ritiabon of the
mathod fo ks tested
(8t

Infsation of the
mathod to ba Testad
et

1= Fput numbes of

[ transaction terations,
/ floeging|

n=input e et
J Fansachon teration:

{ loaping)

Execule Fansactions
and log execution
mas

and log executon

Execute ransactions
timas

prompt
console

Cm\\ a
_ N

Fig. 5. Collecting Data Diagram Scenario.

Initiation of static
varables used in
testing

function (1D is
obtained from the Set
function)

The oulput of the time
alculation results from the
faxcecution of the Get and Sg

functions

Fig. 6. Process Testing Set and Get Function Diagram.
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IV. TEST RESULTS AND ANALYSIS

The test was carried out to determine system performance
based on the duration needed to send and retrieve data on the
blockchain system. This time was measured using a Javascript
document that was run using Truffle. The measurement time
was based on the execution time of the Set and Get functions
on the telemedicine data. This time measurement was
performed because the blockchain network system was run on
Infura.io, which uses the Rinkeby test network such that the
performance of the blockchain can be known to add new
blocks to the network. This performance test was performed
using a Javascript document that was executed using Truffle.

The test was distinguished by iterations and the number of
strings that filled the description variable. Iterations or
repetitions were varied into three, namely 1, 10, and 100
iterations. This iteration was performed as a burst value that
was used to load which is referred to this test performed on the
blockchain test network. Iteration variations were carried out to
determine the rate of three repetition variations with the
previously mentioned number. As for the number of strings,
these were divided into three as well, namely:

e stringl (contains 39 characters, 6 words, and 5 spaces)

e string2 (contains 96 characters, 16 words, and 15
spaces)

e string3 (contains 161 characters, 28 words, and 27
spaces)

Test implementation is using only string not image from
telemedicine data to reduce gas cost from a transaction. It is
possible to store image data directly to blachelin but small
image. Ethereum network has an 8M gas bl limit. Every
new 32 bytes of storage uses 20k gas, because the cost of data
storage is 640K gas per kilobyte of data and the @rent gas
price is approximately 15 GWEI [22]. So the system can’t store
data that sum to more than 12.8 kb. The solution is to use IPFS
to convert images as IPFS hash so only string data will store at
blockchain network and will also reduce gas costs as a whole.
Due to the limitations of sending data on each transaction on
the blockchain network, the variation in the number of strings
is not too large. This is done because the test does not test
limitations and only examines the effect of variations on the
time and gas costs charged for each transaction.

From each of these tests, the average time was taken to be
able to represent the calculation of the time of each iteration
and each string difference. This time corresponded to the time
needed to make transactions, apart from the time needed for
miners to mine because the time for mining blocks was 15
seconds, which, in all transactions, was the same value because
it used the Rinkeby test network.

A. Comparison and Analysis of Time in the Set Function and
Get Function

In Table I, a comparison between the average times based
on the number of iterations performed on each string can be
seen. Comparisons were made by comparing the average time
obtained in each iteration. For this reason, in this comparison,
the 1x iteration as compared to the average time of the Set and

Vol. 12, No. 10, 2021

Get functions that applied to all iterations. Thus, the results of
the comparison of the amount of time taken to perform the two
functions are as follows.

e Ixiteration= 126633/ 576.3 = 2197 times faster
e 10x iteration = 151802 / 589.5 = 25.75 times faster
e 100x iteration = 15321.3 / 594.2 = 25 .78 times faster

From the average amount of time taken to obtain each
iteration, it can be seen that in the 1x iteration the execution
speed was 21.97 times faster in the Get function than in the Set
function. For speed, the biggest difference between the Set and
Get functions was in 100x iterations, which was 25.78 times
faster than the Set function than in the Get function. The
significant difference was in the 1x iteration, where the average
iteration obtained tended to be small. This happened because
the initial initiation and lack of repetition made the blockchain
network not load transactions at almost the same time. The
absence of this transaction burden made the time required for
verification of the Set function faster, in contrast to string data
that have repetitions or iterations greater than one time.

Time parameter in this implementation is important. The
time parameter in this implementation will compare the time it
takes to send and retrieve data because there are verification
differences. At the time of sending data, a new transaction will
be made that requires gas fees and will take time to verify.
While in the data collection process there is no verification
process at all. Verification on this test network sometimes takes
a long time, resulting in data that is much longer than the
average time.

B. Comparison and Analysis of Gas Fee Results with String

Variations

This test was intended to determine how much it costs to
store data on a blockchain network. Keep in mind that the
blockchain network used was the Rinkeby testing network.
However, this test can be used as a reference for the number of
fees that must be paid when storing data in the blockchain
network. The test was varied using the number of letters,
words, and spaces in the “description” variable in the form of a
string. In detail, the cost of each string was as follows:

e stringl : 0.000205 ETH
e string2 : 0.00025 ETH

e string3 : 0.000296 ETH

TABLE L AVERAGE TIME COMPARISON BETWEEN SET AND GET
FUNCTIONS
. Function

String
/ Set Get
Iterati

eration Ix 10x 100x Ix 10x 100x
Stringl 12027 148579 14881.3 571 546.7 5933

Strng2 12962 156874 15465.7 552 5586 592.1
String3 13001 149953 15616.8 606 6633 597.3
Average 126633 151802 15321.3 576.3 5895 594.2
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When stringl was compared to string2, an additional cost
of 0000045 ETH, or 21.95%, occurred for storing string2
when compared to the cost required to store stringl. This
means that there were additional costs when data were added.
It can be concluded that the addition of special characters from
string1 to string2 involved 57 characters. The addition of these
57 characters required an additional fee of 0.00045 ETH. In
this test, spaces were ignored because they did not affect the
amount of data stored. From the comparison test of string] and
string2, it can be concluded that the average additional gas cost
is 0.38% per character.

In the next test, we compared the transaction gas costs
using string2 and string3. The difference in gas costs between
the two was 0.000046 ETH. Then, concerning the number of
characters, string2 had 96 characters and string3 had 161
characters. If these two variables are separated, it produces 65
characters. For the cost of gas required from string?2 to string3,
there was an increase of 184%. If the average value per
character is taken, an increase of 0.28% is obtained for each
character.

Percentage increase in gas cost

0.00035 22.4% "
_— 0.000296
0.0002 — 18.4%
— 000025 ..ot
0.00025 2195%
0.000205 .ooee
¢ o0.0002
i
n
& 0.00015
0.0001
0.00005
0
stringl string2 string3

String Type
Fig.7. Average Time Comparison between Set and Get Functions.

Fig. 7 depicts a graph of the percentage increase in the
number of gas costs. The rising line has a linear tendency.
Therefore, it can be concluded that the amount of string data is
directly proportional to the number of gas costs that must be
paid. However, in the tests carried out, the percentage increase
in gas costs was slightly inappropriate. This discrepancy can be
seen in Fig. 9, where the percentage increase from stringl to
string3 is not the same as the sum of the percentage increase
from stringl to string2 plus string2 to string3. This could be
because the number of spaces was not taken into account or
was ignored in this test. Thus, the percentage increase in costs
had an error of 4.05% in this test.

V. CONCLUSION

In the tests carried out in this work, several conclusions
fronfElil implementation can be made. First, we can conclude
that the implementation of smart contracts on Ethereum as a
blockchain system for application to telemedicine data
repositories was successfully achieved. Thus, telemedicine
treatment can improve the effectiveness of a person's time and
can secure data. In addition, the performance of the blockchain
was determined by the cost of the gas used. Using PoA, the
validator block was limited in number to make the network
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more scalable and faster in the transaction process. From the
tests carried out, the performance for retrieving data from the
blockchain was 24.4 times faster than adding data to the
blockchain system. This is because the addition of data first
requires a transaction verification such that the number of
required time increases. Additionally, the more data one wants
to store (in this study, in the form of string data), the more
average time is required to make a transaction. The additional
fee is as previously mentioned, the cost Efeach verified
transaction will be following the amount of data that will be
stored in the blockchain network. At the time of the
experiment, the success rate of data transmission and retrieval
was 100%, but there were some time spikes from time testing,
especially in the Get function at 100 iterations. This was due to
pending transactions at the time of verification. The gas fee
that must be paid to add data to the blockchain system or for
transaction validation fees to the validator was directly
proportional to the amount of data stored in the blockchain.
Therefore, from the experiment, it was shown that the larger
the amount of data stored in the system, the higher the gas
costs incurred. In this test, an additional cost of 0.34% per
character string was added. The error obtained from the gas
cost comparison experiment was 4.05%.
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